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Abstract—Today, XML is the most used data interchange 

format for business-to-business applications. Indeed, an 

increasing amount of data in XML format is created and 

published over the Internet every day. Moreover, 

organizations need more and more to share sets of XML 

documents usually managed via a common XML repository. 

XML integrity and authenticity have become strong 

requirements for applications like web services that 

exchange  messages in such format. XML signature aims to 

guarantee these properties but it cannot avoid attackers to 

intercept and change the structure of the XML message. A 

very common attack to XML Signature called XML 
Signature Wrapping(XSW) attack represents a big issue in 

web services security as SOAP messages –which are XML 

signed files- could be corrupted. In this paper, we propose a 

countermeasure to the XML Signature wrapping attack that 

makes use of XML watermarking techniques. In our 

proposal we express constraints on the schema of the XML 

document and fix its structure using an absolute coordinate 

system whose values are embedded within the file as a

watermark.  
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I. INTRODUCTION

 Today, many applications use the XML format to ex-
change information. Securing XML data is therefore an 
important requirement, especially for parameters in transit 
to and from Web services.  

Much more than proof-of-ownership, integrity preserva-
tion is a strong requirement in XML-based communica-
tions. For XML-SOAP messages exchanged among Web 
services, it is important to regulate authorized changes to 
the message structure in order to prevent different types of 
well-known attacks generally grouped under the term of 
XML signature wrapping [8].  

Our proposal focuses on applying XML watermarking 
to preserve the structure of XML data in transit as a coun-
termeasure to the XML signature wrapping attack. 
Throughout the paper we will focus on SOAP messages 
and processing rules, however, the described issues are not 
necessarily SOAP-specific and can be reapplied in other 
scenarios. 

Digital watermarking is a way to mark robustly a doc-
ument to prove ownership or copyright properties. Origi-
nally, watermarking has been proposed for multimedia 
documents; later, some researchers investigated the way to 
apply this technology to other data types such as relational 
database, text documents and even semi-structured data 
such as XML documents. There is plenty of works done in 
digital watermarking for multimedia data (audio, video, 
images) proving its advantages [14].  

Watermarking relational and XML data is quite a re-
cent topic and several challenges remain to be tackled. A 
major issue is to find a suitable location for the watermark; 
another one is defining a suitable algorithm for watermark 
embedding. Also a crucial issue is ensuring the watermark 
scheme’s robustness with respect to modifications of the 
original document and other types of attacks, as XML files 
are often updated and reorganized for legitimate reasons. 
The papers [1,2,4,5] about XML watermarking aim mainly 
to prove the ownership of XML documents, and embed 
watermarks by altering some values of the document’s 
content.  

In the remainder of this paper we will show how   
XML watermarking makes it possible to detect and to 
block any unauthorized structure change. We will use the 
Schematron language [9] to express constraints on the 
document schema and embed the absolute positions of 
each relevant tag of the XML tree within the document.   

The paper is organized as follows: In Section 2, we 
present related works in XML watermarking and the XML 
signature wrapping attack on SOAP messages. In Section 
3, we present in detail our proposal and show how it is an
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effective countermeasure to XML signature wrapping 
attack for SOAP messages. Section 4 concludes the paper 
and discusses future works. 

II. RELATED WORK

A. XML signature wrapping attacks 
The major challenge in XML security is to preserve da-

ta integrity.  Standard XML Signature techniques contrib-
ute to achieve this goal but do not preserve the file against 
certain attacks. 

In 2005, MacIntosh and Austel [8] described a possible 
attack to XML Signature denoted XML Signature Wrap-
ping (XSW). The aim of this attack is to inject a faked ele-
ment into the message structure so that a valid signature 
covers the unmodified element while the faked one is pro-
cessed by the application logic. The following example 
presents a sample SOAP signature wrapping attack. To 
understand how it works, it is important to keep in mind 
that Web services process incoming SOAP messages in 
two steps: signature verification first as shown in Figure 1,
and service invocation.  

Figure 1.Signature verification for SOAP messages 

Figure 2 shows a SOAP message containing a tag ad-
dress representing a delivery address. The message is valid 
with respect to the SOAP XML Schema definition. To 
preserve the field integrity, the tag and its content are 
signed and the resulting signature is stored in the SOAP 
message header under the tag DigestValue as stated in the 
security specification [10] while the @URI tag contains a
reference to the signed address tag in the message.   

The attack scenario can be depicted as follows: the at-
tacker intercepts the message before the verification step, 
moves the delivery address information under the Header 
by creating a new wrapper and body and she changes the 
@URL content tag. Finally, she creates a new delivery 
address under the Body element as represented in Fig. 3.

During the verification process, the server verifies the 
validity of the message according to the XML SOAP 
Schema. Then it verifies if all the signed elements and the 
data they are referred to are present in the message regard-
less of their position.   

Figure 2. SOAP Request 

Figure 3. Corrupted SOAP Message 

Since the modified message passes all these checks, it
will be accepted and the service will be invoked using 
false data. The Address tag remains well referenced by the 
@URL tag, the system does not detect any anomaly. 

To summarize, SOAP messages signature wrapping at-
tacks are made possible because of the semantic weak-
nesses of XML Signature about location information.  
XML Signature protects an element’s name, the attributes, 
and the values without protecting their position in the doc-
ument. Then, signed XML elements along with the associ-
ated signature may be copied to another place while retain-
ing the ability to verify the signature. The order of opera-
tions of signature validation is not important from a cryp-
tographic standpoint but it has a significant impact on 
whether attacks can be performed.  

B. Countermeasures 
Although XML Signature wrapping attack is a quite 

recent topic, few countermeasures have been proposed and 
even fewer have been implemented.  

The earliest proposals have been exposed in 2005 in
[8] where the authors show how to protect against certain 
wrapping attacks by improving the security policy to be 
followed by the sender and the receiver. Each message 
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must be validated against an appropriate security policy. 
This solution, however, does not protect against more 
sophisticated wrapping attacks. Moreover the proposed 
security policies are not written in XML syntax, but must 
be hardcoded into the application. A consequence is a loss 
in SOA advantages as service can no longer be coupled. 

Some countermeasures similar to the previous ones 
have been proposed in [15, 16], but their proposal failed to 
protect XML messages simply because the authors didn’t 
cover the signature wrapping attacks semantic. 

One proposed countermeasure is to use XML Schema
validation [20]. This solution is interesting as validating 
the XML Schema makes it possible to detect any modifi-
cation of the SOAP message. However performing schema 
validation in the Web Services framework is challenging, 
since it could cause a worsening of the service perfor-
mance. Furthermore it doesn’t guarantee to protect against 
the signature wrapping attack since XML schemas are 
extensible. 

The third category of proposed countermeasures is called 
the inline approach and was presented in [17]. Instead of 
forcing the element to be signed by a WS-Security Policy 
as proposed by the previous authors, the authors introduce 
a way to embed the elements’ position in the XML docu-
ment. The goal of this so-called in-line approach is to fix 
the signed elements so that each movement within the 
document results in invalid signature verification. This is 
realized by including a SoapAccount element for each 
referenced element in the XML Signature, holding the 
number of child elements of the SOAP root element enve-
lope, the number of child elements of the Header element, 
the number of references in each XML Signature and the 
successors and predecessors of each signed object. 
While the idea of fixing the position seems to be plausi-
ble, this solution has some disadvantages: firstly, the 
SoapAccount element is not standardized, thus, the result-
ing XML Signature is not standards-compliant. Secondly, 
the saved properties do not prevent XSW in general. An 
attacker could modify the message structure while ful-
filling the secured account information of the inline ap-
proach. The idea of embedding the position of important 
elements of the SOAP message was relevant for our ap-
proach. Also operational signature wrapping attacks with 
the in-line approach countermeasures have been already 
explored in [18].  

Finally many authors agree that the best solution will 
be the one that will provide a practical mechanism to veri-
fy if the structure of the SOAP message is preserved. Our 
proposal improves the ideas previously proposed and gives 
a robust mechanism to detect any modification of the 
SOAP message structure regardless the possible opera-
tions. 

In our approach, we namely identify a set of con-
straints that the file structure has to comply to and express 
them by way of a Schematron [9] assertion and a table of 
coordinates that fixes the structure of the original docu-
ment. The coordinates of targeted nodes are stuck within 
the SOAP message signature using XML watermarking 
techniques. Any modification can be then detected by 

retrieving and verifying the nodes coordinates. Details 
about this technique are given in the next sections. 

C. XML watermarking 
Copyright protection has become a major requirement for 
many applications and digital watermarking is a widely 
used technique to achieve this goal. Originally digital 
watermarking was applied to multimedia documents 
mainly images, video and audio files. Research about 
applying digital watermarking to other types of data start-
ed some years ago. The first attempt to watermark data-
bases data is proposed in [1] and is related to relational 
databases. The proposed watermarking algorithm selects 
the numeric attributes (called locators) that are targeted 
by the watermark, and then chooses the tuples for whom 
the values of the previously selected attributes will be 
used to embed the watermark. The watermark embedding 
impacts the least significant bits.  

 The proposal is robust against some attacks such as 
data updates but is applicable only to numerical attributes;
however, it does not handle file reorganization. 

Zhou and al. in [3] extended the previous solution to 
XML files. In their solution, locators are XML elements 
instead of relational database attributes. Considering the 
tree structure of an XML file, the solution selects only 
numeric and textual leaf nodes as locators. In [3], a loca-
tor selection algorithm has been proposed to identify a set 
of queries templates to increase data usability. The pro-
posal describes three major features that must be reached 
by a watermarking schema: Imperceptibility meaning that 
the watermark should not alter data usability; resilience
meaning that attacks do not succeed to delete the water-
mark and finally credibility meaning that a detection stage 
will be able to identify the data owner. Besides, in [2] the 
locator selection procedure is extended to non-leaf nodes. 
Each selected locator receives one bit of the sequence of 
bits constituting the watermark to be embedded. In order 
to be resilient to data reorganization, the verification step 
attempts to establish a mapping between the original 
structure of the XML file and the structure of the file to 
verify. Then, locators are automatically rewritten to be 
compliant to the new structure in order to retrieve the 
watermark. The rewriting phase is necessary as it allows 
localizing the locators in a specified order to recognize the 
watermark, but it reduces the flexibility and increases the  
costs of the operation. 

Shingo and al. in [4] propose some techniques to em-
bed a binary sequence of bits they call a pattern within an 
XML file. Patterns are used to express the XML data 
structure. An example is protecting the order in which 
attributes appear within XML elements. Let us consider 
an element elt with two attributes att1 and att2. The 
appearance of att1 then att2 in the element elt cor-
responds to embedding a ‘1’ while the opposite order 
(att2 then att1) corresponds to a ‘0’. This solution is 
however applicable in a professional use of XML files 
where strict DTD or XML Schema validity has to be en-
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forced. Besides, this solution looks weak against reorgan-
ization attacks.

Finally, Mir and al. in [5] propose a specific water-
marking technique for web content. In their approach, a 
XML based HTML file is watermarked by replacing some 
words with their synonyms or acronyms, stored in a list. 
The browser uses the synonym or acronym list to perform 
the verification stage. This technique is not applicable in 
other contexts than web browsing; it is however interest-
ing in the sense that it involves the browser in the verifi-
cation stage.  

Summarizing, all previous works focused on static data 
that are supposed not to change frequently or stored in a 
database. In the case of XML data in transit like SOAP 
messages, there is the challenging need to guarantee the 
integrity of messages. The solution we propose in this 
paper is aimed to prevent Soap messages signature wrap-
ping attack using XML watermarking techniques. 

III. THE PROPOSED SOLUTION

Our solution consists of an embedding and a verifica-
tion procedure. Embedding consists of three steps. The 
first one is the expression of constraints on the structure of 
the XML file (the SOAP envelope in our use case) using 
Schematron [9] language. The second step is the compu-
ting of absolute coordinates of all the nodes in the XML 
file. In the third step, we identify which coordinates have 
to be watermarked, in order to successively perform the 
verification phase. The tags where information is embed-
ded are those, which present a high usability degree [2].  

The Verification process consists of localizing the wa-
termark, using approximated XML queries [6][13] then 
verifying the constraints. 

A. Schematron 
 Schematron, designed by Rick Jellife, [9] is a rule-

based language rather different from grammar-based lan-
guages like DTD, XML Schema and RELAX NG.  

Rule-based approaches take an open method; every-
thing not explicitly disallowed is treated as valid. Schema-
tron is based on finding tree patterns in the parsed docu-
ment rather than on grammars. Fig. 4 illustrates an exam-
ple of a Schematron rule applied to the element Person that 
has one attributes (Title) and two elements (Name and 
Sex). The rules are expressed in the Rule element that has 
an attribute Context pointing to the element of the XML 
file concerned by the rule. Each rule is represented as an 
assert element and the output of the validation that should 
appear  if  the test fails. 

Figure 4. Schematron examples 

In principle, one could think of using Schematron rules 
to express the structure of each XML data item to be 
transmitted, and verify that rules are still satisfied when it 
is received. But this option is not very effective, as linking 
between XML data and Schematron expressions is ob-
tained via an external URL added to the XML header. This 
URL could also be erased or modified by the attacker, as it 
happens in XML Schema injection attacks. Also, a server 
with a valid Internet access is needed to enforce the Sche-
matron rules attached to XML data items. This solution is 
then connection dependent. In our proposal we watermark 
each XML data item with the absolute position of the ele-
ments of the file that are of interest for enforcing Schema-
tron constraints. This can be done by extending existing 
labeling and indexing techniques for XML files. 

B. Absolute position coordinates 
We use a coordinate system to get the absolute position 

of all the elements of the XML file. The tree representation 
of the XML file is used at this step. In this representation 
each element is called a node and sub-elements are child 
nodes. In this case, child nodes of the same parents are 
siblings.  Fig. 5 shows the tree representation of a SOAP 
message.  

The second step is to define a coordinate for each node 
of the tree. Our coordinate system should contain infor-
mation about the ancestor-descendant or parent-child rela-
tionship between nodes. The advantage is that it should be 
possible to reconstruct the path of each node.  There are 
many techniques to label and index XML trees using a 
coordinate system [11]. We will use simple Dewey tech-
nique [12] to number the nodes.  

Figure 5. Dewey labeling technique 

Dewey’s technique makes use of the order among siblings, 
which we refer to as local order. The coordinate of an 
element is got by concatenating the label of its parents 
(parent_label) with its own local order; the obtained coor-
dinates identify uniquely a path from the root to an ele-
ment.   
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Given two Dewey labels A: a1, a2…am and B: 
b1,b2…bn, the following rules can be used to derive struc-
tural information from then: 

� P1. Ancestor/Descendant. A is an ancestor of B if and 
only if m<n and a1 = b1, a2 = b2, …., am = bm, 

� P2. Parent/Child. A is the parent of B if and only if and 
only if A is an ancestor of B and m = n – 1.

� P3. Sibling. A is the sibling of B if and only if m = n 
and a1 = b1, a2 = b2,…, am-1=bm-1, i.e., A’s parent_label
matches B’s parent_label. 

One advantage of Dewey’s technique is the facility to 
reconstruct the path of a node. For example, in Fig. 5, node 
1.2 is ancestor of 1.2.2.1 because 1.2 is a prefix of 1.2.2.1. 
1.2.2 is the parent of 1.2.2.1 because 1.2.2 matches the 
parent_label. A second advantage is that through this co-
ordinate system, it is possible to detect elements pertaining 
to the same level in the arborescence.  
A main drawback of this technique is its rigidity. The 
structure of the tree is fixed and there is no possibility to 
make any change. It could not be suitable in the case of 
data frequently updated but it is well suited to our proposal 
whose purpose is preventing unwanted modifications. 
Dynamic indexing techniques that could handle legitimate 
modifications introduced by authorized intermediaries 
while still preventing wrapping attacks will be investigated 
in future works. 

In the case of our sample SOAP message, the computa-
tion of the coordinates according to the Dewey technique 
is shown in Table 1.  

TABLE 1.COORDINATES TABLE OF ORIGINAL SOAP MESSAGE

Nodes Coord Nodes Coord.

Envelope 1 SignedInfo 1.1.1.1.1

Header 1.1 Mr.John Doe 1.2.1.1.1

Body 1.2
1234Nowhere 
St

1.2.1.2.1

Security 1.1.1 NY10292 1.2.1.3.1

DeliveryAddress 1.2.1 address 1.2.1.4.1

Signature 1.1.1.1
Reference

1.1.1.1.1.1

Name 1.2.1.1 @URI
1.1.1.1.1.1.1

Street 1.2.1.2 DigestValue
1.1.1.1.1.1.2

Country
1.2.1.3

#address 1.1.1.1.1.1.1.1

Nodes Coord Nodes Coord.

@ID
1.2.1.4

0x80DA232E 1.1.1.1.1.1.1.2.1

By computing the coordinates of the elements in the cor-
rupted message we get the Table 2. 

TABLE 2. COORDINATES TABLE OF CORRUPTED SOAP MESSAGE

Nodes Coord Nodes Coord.
Envelope 1 CA 90210 1.2.1.3.1
Header 1.1 Reference 1.1.1.1.1.1
Body 1.2 Name 1.1.2.1.1.1
Security 1.1.1 Country 1.1.2.1.1.3
Wrapper 1.1.2 @ID 1.1.2.1.1.4
Deliv-
eryAddress

1.2.1 @URI 1.1.1.1.1.1.1

Signature 1.1.1.1 Digest 1.1.1.1.1.1.2
Body 1.1.2.1 Mr John Doe 1.1.2.1.1.1.1
Name 1.2.1.1 Street 1.1.2.1.1.2
Street 1.2.1.2 NY 10292 1.1.2.1.1.3.1
Country 1.2.1.3 address 1.1.2.1.1.4.1
SignedInfo 1.1.1.1.

1
#address 1.1.1.1.1.1.1.

1
Deliv-
eryAdress

1.1.2.1.
1

0x80DA232E 1.1.1.1.1.1.2.
1

Dr. Evil 1.2.1.1.
1

1234 Nowhere 
St.

1.1.2.1.1.2.1

678 Malicious 
St.

1.2.1.2.
1

We can see that the coordinate of the node address in 
Table 2 has changed, which proves the constraint forgery.
  

C. The watermarking method 
One issue in watermarking XML file is the choice of the 
place where to insert the watermark, called the locators.
Many criteria could be used to choose the locators. One 
criterion to choose them is the usability of the correspond-
ing data [2] to obtain file coherency. This requirement 
means that the removal of this tag from the file will break 
its meaning. Another possibility is also to define a metric 
to evaluate the frequency of each tag in the document and 
then choose the less or most frequent tag; the less frequent 
because the probability that a malicious user modify this 
tag is low, as it has not enough importance in the file. We 
shall choose an embedding location, ID-IDREF pair of
attributes, which are burdensome to change without af-
fecting data usability. 
The next step is to choose the watermark embedding 
method. Instead of adopting techniques like in [2] where 
the targeted content is altered due to watermark embed-
ding, we propose to embed the watermark in a locator 
whose value is independent of the data in the XML file. A 
good example is to embed the watermark in the ID and 
IDREF attributes of well-chosen tags in the XML file. 
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Figure 6. SOAP message with ID and IDREF 

D. The  watermark value 
The value to embed is the coordinate of the XML node 
that has to remain unchanged in the XML tree structure. 
In the case of the SOAP message [10], we will choose the 
DigestValue tag as a target tag and add to it an ID attrib-
ute to insert the watermark. 
As an additional precaution, as ID tags could undergo 
modification or deletion attacks, the watermark could also 
be integrated in the signature. Let’s assume hash is the 
hash function, c, the coordinate of the address element to 
be signed, and v the address value, DigestValue = hash 
(c+v), where “+” is the symbol of concatenation. 
For example in the case of SOAP message, DigestValue =
hash(address+1.2.1.4.1). The result of this computation is 
the new value of the element DigestValue. 
 Adding this new value to the signature secures our solu-
tion against attributes values changing; however, chang-
ing ID-IDREF pairs would come at a cost for the attacker, 
as it must be done in such a way to preserve the well-
formedness (and therefore, parsability) of XML data In all 
cases, any modification to the value of the coordinates 
will generate a non-matching DigestValue and we can 
suspect piracy. 

E. The watermark reconstruction 
The first operation of the watermark extraction process is 
to validate the watermarked XML data item against its 
XML Schema. Secondly we search into the file for the 
elements with ID value equal to the IDREF value. A very 
easy and powerful method is to use fuzzy queries. In [10] 
we explain how fuzzy queries could be used to extract all 
the locators from XML file regardless of its structure. In 
the case of the SOAP message for example, the fuzzy 
query to find the element address is:

/Envelope{/#}[{@id NEAR '1.2.1.4.1'}] 

Then, the position of the elements in reference is checked 
using the coordinate system. If the position is the good 

one, it is only necessary to compute the digest of the con-
catenation of this position and the value of the referenced 
element to check the equality between the existing digest 
value in the file and the obtained one. The reason of this 
comparison is that an attacker can change the position of 
the referenced element and writing new values into the ID 
and IDREF. If only the position is checked, then the file 
will be accepted with the new position. By computing the 
new digest, the two digest values will be different and we 
could detect the modification of the positions.  

IV. CONCLUSION

In this paper we have presented a new approach for 
tackling unauthorized modifications of XML data in 
transit, including the XML Signature wrapping attack. 
Our solution is based on watermarking XML data items, 
specifying the absolute coordinates of the nodes whose 
position in the file structure has to remain unchanged. The 
coordinates are obtained using the Dewey numbering 
technique. The obtained coordinates are embedded in the 
most useful tags using watermarking techniques that do 
not alter the content of the initial XML file. The expressed 
structure constraints are firstly expressed using Schema-
tron assertions and then transcribed in a set of coordinates 
embedded in the XML file. The advantage of embedding 
such constraints allows to stick them in a lightweight 
manner to the file and to enforce them even in case the 
Schematron is impossible to access due to network or 
server failure. 

As a future work we plan to enlarge the set of con-
straints that could be taken into account using our solu-
tion. The other objective is to apply such a method and in 
the meantime let the XML file structure as flexible as 
possible using a less rigid ordering and labeling method to 
obtain the coordinates. 
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